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Abstract—In this paper, we propose a new scheme for
encryption of commonly used JPEG images and Motion-JPEG
(M-JPEG) videos. Most of the related works for video encryption
revolve around the idea of efficient and secure encryption of
JPEG images and on other video formats such as MPEG2 and
MPEG4. Our new method, unlike the existing methods, treats M-
JPEG as a video, i.e., a sequence of consecutive JPEG frames,
and uses its properties to moderate the effect of encryption on the
size of compressed data. For encryption, the presented scheme
uses some rotational permutations on blocks of pixels. Unlike
most existing techniques, our scheme is not sensitive to sparse
transmission errors and also keeps the computational complexity
very low.
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I. INTRODUCTION

Multimedia data is often of large volume and needs to be
compressed before storage or transmission. Various methods
are used to compress images, among which, Joint
Photographic Experts Group (JPEG), is one of the widely used
coding standard. JPEG is a compression method based on
transformation, which adopts the sensitivity of the human eye
to reduce the redundant image data. The transformation used in
this compression is Discrete Cosine Transform (DCT) [1]. The
compression ratio is defined as:
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where S denotes the size of the file. From the definition, CR
factor increases as the data gets more compressed.

Digital videos are constructed of consecutive frames of
images; therefore, video compression is based on image and
data compression techniques. In practice, to handle the large
amount of video data — most of which are redundant — different
kinds of compression techniques have been developed. The
simplest technique is to encode each image one by one, which
is called Motion JPEG (M-JPEG). The main disadvantage of
M-JPEG is that the relations between frames are not taken into
account. The more proper way is to differentiate the constant
parts from moving parts of frames and combine the DCT
transformation and motion coding to have a more compressed
video. The standards include H.263 [2], MPEG-2 [3], MPEG-4
[4], and MPEG-4 AVC/H.264 [5]. Among them, H.264 is

vastly used in surveillance systems and IP cameras since it
provides high compression ratio. The main disadvantage of this
standard is its high complexity and large delay for encoding
and decoding processes. For real-time and low complexity
applications M-JPEG is more efficient; although it uses more
bandwidth due to lower compression ratio. Besides, M-JPEG
frames are encoded individually and if one frame does not get
thorough due to transmission errors, it will not affect other
frames. This means that M-JPEG is a proper streaming
technique when data is transported over noisy communication
links.

In this paper, we first propose an encryption scheme for
JPEG files based on permutation on blocks of pixels. The
scheme slightly changes the size of JPEG images, but it has
very low complexity compared to the existing joint
compression and encryption methods. The scheme can be
implemented on a minimal hardware with memory and shift-
registers for performing some permutations and circular shifts
on the pixels of an image. Next, we develop an encryption
scheme for streaming M-JPEG videos based on the proposed
scheme. The new one uses another compression technique to
reduce the size of M-JPEG video further. The main advantage
of this scheme is that the effect of transmission error on the
decrypted video in the receiver side will be minimal.
Moreover, the scheme has a very low computational
complexity. In addition, the proposed scheme has flexibility to
properly set its parameters based on the desired compression
and noise level in the transmission links.

In the course of this paper, we will discuss previous and
related methods used for JPEG and M-JPEG encryption in
section II. After that, in section III, some metrics are defined
to assess the security and efficiency of encryption algorithms.
In section IV, our new method is proposed and evaluated.
Then, we explain some simulation results in section V, and
finally, conclude the paper in section VI.

II. RELATED WORKS

There are various encryption techniques for multimedia
systems. Encryption of multimedia content including audio,
image, and video can be classified as below:

A. Complete Encryption

This method encrypts the content as bits/bytes of data using
standard encryption algorithms such as DES, AES, and RC4.



This operation can be performed on raw and compressed data
as well. Images and videos usually contain great amount of
redundancy; hence, they can be expressed in smaller sizes.
Compression algorithms are designed based on the statistical
properties of raw multimedia content. On the other hand,
encryption algorithms try to mix the data in a way that they
seem random to anyone who is not authorized to have access to
them causing higher entropy and larger size. Thus, if the
encryption is performed before the compression the result will
have a very low CR.

When the encryption is performed after compression, the
format of the image or video is encrypted as well. As a result, if
a part of the data gets noisy or even get lost during
transmission, recovering the whole data will become very
difficult or even impossible in some cases. To resolve this
issue, some sequence numbering and proper frame formatting
must be used for sending the data. These parameters create new
overhead on the system which is not suitable in some practical
applications.

B. Selective Encryption

Selective encryption algorithms encrypt only a part of the
image or video and leave the rest unchanged. Selection of these
parts is typically based on their impact on visual perception of
the image/video. Most selective encryption schemes for JPEG
images encrypt a selected number of DC or AC coefficients
when the image is transformed into the frequency domain
using DCT [6], [7], [8]. Some other methods encrypt a selected
part of raw image data such as, human skin or face [9]. Based
on these ideas, authors in [10] proposed a scalable encryption
for M-JPEG video streams in which various portions of frames
are encrypted.

Note that some of these techniques require high
computational complexity, since they need to jointly compress
and encrypt the multimedia messages. These methods are
mainly used for commercial applications that the security of
the encryption scheme is not of top priority. In other
applications such as military, unintelligibility of all parts of
the image is of high importance. For instance, people or
objects and their movements and even the background must be
completely meaningless to human eye. Selective encryption
techniques could not achieve this level of security without a
big rise in their encryption complexity.

C. Permutation Algorithms

These algorithms could be performed on raw image pixels
or compressed bytes of data. Permutation for compressed data
has to interchange bytes or other type of blocks of data with
each other. In this technique, the video or image becomes a low
quality version of the original one, as only a few bytes are
interchanged [11] and the video or image is still clear to human
eye. In this paper, we perform permutations on raw image
pixels.

1) Random pixel permutation: Random pixel permutation
changes the position of pixels under the control of a pseudo-
random number generator. The implementation of this
algorithm has a low computational cost. A great part of our
proposed method lies under this class and as a consequence,

security and efficiency of these algorithms will be discussed
later.

2) Chaotic map-based algorithms: A chaotic map is a
system denoted by mathematical equations with an initial value
as input and control parameters that determine the action and
the output to be a random sequence. The output sequence is
very sensitive to the initial value and control parameters. For
example, a secure efficient algorithm based on 3D baker map
has been proposed in [12] and an encryption scheme based on
multiple chaotic maps is presented in [13].

Note that as we explained earlier, if an independent
compression algorithm is used after the encryption, the size of
the output file can become much larger. In this case, we
introduce a new encryption scheme in which the size of
compressed file gets slightly larger.

III. SECURITY AND EFFICIENCY METRICS

The objective of encrypting a video or an image is to
secure its contents. However, this operation changes some
properties of the data such as redundancy that affects the
compression. In addition, the encryption process must be of
low complexity to be applicable in real-time streaming. Here,
we introduce some metrics to evaluate various encryption
methods.

A. Cryptographic Security

Cryptographic security is determined by the ability to resist
the cryptanalysis methods. The level of security of an
encryption algorithm is hard to evaluate, since new
cryptanalysis techniques could be developed in the future to
break the encryption scheme. Generally, if an encryption
algorithm is secure against most of the well-known attacks, we
say that the algorithm possesses high security [14].

B. Perceptual Security

An encryption method should make the image or video
unintelligible to human eye. Some metrics can be used to
measure the quality of an image but not exactly its
intelligibility. The typical metric for images is Peak Signal-to-
Noise Ratio (PSNR). Although PSNR does not show the
perception of the image for a human eye, it can show that the
image is unintelligible if be low enough (less than 10 dB) as it
is seen in the experimental results in [15].
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where L is the maximum pixel value and MSE (mean square
error) satisfies:
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where ¢; and p; are the encrypted and the original pixel values
and P is the total number of pixels.

C. Compression Efficiency

Images and videos are being compressed so as to reduce the
storage space or transmission bandwidth. Encrypting an image



alters the statistical properties of the data and consequently,
changes the effectiveness of compression algorithm. To
evaluate the effect of encryption on compression ratio we can
define a Changed Compression Ratio (CCR) based on the size
of the original compressed image (S)) and size of encrypted
image (S)):

CCR :%xloo )
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D. Computational Complexity

In order to encrypt real-time multimedia streams, it is
imperative to utilize algorithms with low computational
complexity. Encryption always increases the processing time
and in some cases requires data buffering in both transmitter
and receiver. These procedures should not be time-consuming
in real-time applications.

IV. THE PROPOSED ALGORITHMS

In this section, we first propose a method for encryption of
JPEG images. Afterwards, we utilize the presented scheme in
accompany with a technique in video compression to encrypt
M-JPEG video streams efficiently.

A. Encryption of JPEG images

In our scheme, we divide images into MN squares of size
8x8-pixel blocks. So the frame is considered as a matrix of
size M xN. The reason for choosing this size of blocks is that
the JPEG standard algorithm performs on 8x8 blocks for
compression. The same block size is used to have consistency
with JPEG and achieve proper compression efficiency.

Our algorithm permutes blocks of pixels in the image. For
the human eye, similar shapes in the background or edges in a
picture is more understandable. Therefore, if we just permute
the blocks, they will already contain similar shapes and after a
while, some of these blocks can be brought back together, like
solving a puzzle, and this matter could not be tolerated in high
security applications. To prevent this kind of simple but yet
feasible attacks, we introduce a rotation function that divides
the image into B xB-pixel blocks and then rotates and flips each
of these blocks randomly. The quantity of B affects the
computational complexity that will be discussed later. Besides,
B must be chosen regard to the complexity and bigness of
different curves in the picture. It is obvious that choosing small
amount for B can still preserve the figure of big objects and
selecting a large quantity for B could not change the small
shapes and objects. Therefore, B must be chosen adaptively
based on the elements in the picture. Fig. 1 depicts the results
of rotation function with different values for B.

B. Encryption of M-JPEG videos

There are many encryption algorithms for M-JPEG videos
which are based on methods which are used for encrypting
JPEG images. These methods treat each frame as a distinct
image. Moreover, in our proposed algorithm, we take inter-
frame relationships into account. Knowing that frequent use of
M-JPEG videos are in surveillance cameras which their frames

share a common feature, e.g., an almost fixed background. We
try to get use of this information to reduce the CCR but not in a
way that causes excessive complexity for real-time
applications.
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Fig. 1. (a) The original image (b) Effect of using small quantity of B
(shape of the circle is understandable) (c) Effect of using large quantity
of B (the thombus can be seen almost entirely) (d) Effect of using proper
quantity of B

Here we describe our encryption scheme in seven steps.

e Step 1: For the current frame, if frame number = 1
mod K, then set this frame as reference frame and go
to step 4.

e Step 2: Find the difference between this frame and the
latest reference frame.



e Step 3: If the number of nonzero elements in the
difference is larger than the threshold y, then set this
frame as a new reference frame.

e Step 4: Use the rotation function on the frame with
parameter B for the block size.

e Step 5: Randomly choose n rows which were not
chosen previously and permute them circularly with
shifts randomly picked between / and M—1.

e Step 6: Randomly choose m columns which were not
chosen previously and permute them circularly with
shifts randomly picked between / and N—1.

e Step 7: If all rows and columns have been chosen, go
to the next frame; otherwise, go to step 5.

Note that m and » are defined based on the aspect ratio of
the video, e.g. for QCIF, CIF, and 4CIF formats m is 11 and n
is 9 (see Table I). In the presented algorithm, the random
choices are based on the output of a pseudorandom generator
with a secret key as its seed.

TABLE L. RESOLUTION OF VIDEO FORMATS
Format Video Resolution M N
QCIF 176 x 144 22 18
CIF 352 x 288 44 36
4CIF 704 x 576 88 72

V. ANALYSIS AND SIMULATION RESULTS

In this section, we analyze the performance of the
proposed schemes for JPEG images and M-JPEG videos and
provide some simulation results.

A. Cryptographic Security

Encryption algorithms that use permutation are often
vulnerable to known-plaintext attacks. In these attacks the
attacker has a piece of plaintext and compares it to the
ciphertext so as to find the key. In order to overcome this
problem, we need to change the key frequently or use a
sophisticated random generator with very long loop in its
output. Any of these can be used to ensure the cryptographic
security of the proposed algorithm e.g. changing the input of
random generator in some multiples of K.

B. Perceptual Security

There are two types of output frames; independent frames
and differential frames. Independent frames which are initial
frames of every K-frame set, are encrypted individually and do
not need another reference frame for decryption. Other frames
are not encrypted directly. Their difference with the reference
frame is computed and then this difference in encrypted.
Differential frames mostly include zero values because of little
difference among frames. Thus, we could correctly assume
that they are unintelligible to human eye, as shown in Fig. 3.
Although independent frames still have small blocks of the
original image, they cannot be intelligible to human eye if

been chosen small enough. Here we use 8 pixels by 8 pixels
blocks which are smaller than the minimum resolution
required for human eye to detect a familiar face [16]. PSNR
values for different video formats are computed in Table II.

Furthermore, the random sequence for choosing rows and
columns to be permuted and the random shifts are used to
ensure that the defined blocks move randomly. Adjacent
blocks in the original image get detached in the encryption
process with a great probability and the reason for that can be
explained by examining the number of moves for blocks. In
the process of the algorithm, there are N rows and M columns
with M and N blocks in each respectively; which makes the
total number of moves 2MN and the average number of moves
equal to 2. It is clear that blocks move in rows and then
columns and so on. Consequently, two nearby blocks, one
with even number of moves and the other one with odd
number of moves could not get to each other in the procedure.
Distribution of number of moves for blocks of a frame is
shown in Fig. 2. As we can see, the most probable number of
moves is 2. Number of blocks that have / or 3 moves is near
the amount of blocks with 2 moves. As a result, we can say
there is a good chance that neighbor blocks do not lie near
each other after the encryption.

In Fig. 3 we compare a selective encryption method with
our proposed method for three successive frames. The selective
method encrypts all DC coefficients of the image and most part
of AC coefficients as well. We can see that in encrypted frames
of selective method, shape of the head and the face and some
other parts of the background and movements in consecutive
frames are still visible. On the other hand, encrypted frames of
the proposed method, both independent and differential frames
are unintelligible to human eye.

C. Compression Efficiency

Consecutive frames in a video in most cases are very
similar to each other. Introduction of differential frames in the
algorithm is a direct use of this property. In addition, the
reference frame changes once the difference between the
current frame and the previous reference frame reaches a level
that the subtracted image is not redundant enough to have less
size than the original one, e.g. when a sudden movement
happens in one frame. It can be seen in Table II that for QCIF,
CIF and 4CIF videos we can achieve CCRs lower than 100
percent by choosing right amount for K.

A parameter that affects the compression efficiency of the
algorithm is K. The reason is that K determines the number of
independent frames in an encrypted video. It is clear that
independent frames must have CCRs higher than 100 because
of less redundant data which is a result of the encryption
process. As a consequence, we expect the average CCR boosts
as K gets smaller which is shown in Fig. 4. K=/ means every
frame is encrypted independently.

Another parameter that affects the CCR is u, which effect
depends on K as well. We should expect u to have more
impact on compression efficiency as K increases. When K is
large enough that a big change in video could happen, then the
threshold x4 can counter the effect of this change on difference
of the frames and compressed data size. Smaller u results in



more differential reference frames and it means that frames
will be more similar to reference frames; hence, less
compressed size due to more zero pixels. Results are depicted
in Fig. 5.
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Fig. 3. (a) Three successive frames encrypted by the proposed algorithm
(the first frame is independent and the two other are differential frames)
(b) The same three frames encrypted by the selective encryption

method (all DC and most part of AC coefficients are encrypted)

D. Computational Complexity

Computational cost of the proposed algorithm is much
lower than MPEG-4 and H.264 standards that take many
parameters into account to maximize the compression ratio.
We defined parameter B in the algorithm which represents the
size of the blocks for rotation and flip operations. Although
this parameter has very low impact on compression efficiency,
it has a direct effect on computational complexity of the
algorithm. It is expected to need less processing time as B gets
larger. This effect is illustrated in Fig. 6 for a CIF video. It can

be seen in Table II that for QCIF and CIF videos with 30
frames per second and 16 and 32 as amounts of B, the
encryption process does not cause a delay and for 4CIF videos
there is a maximum of 12 milliseconds of delay which can be
considered as real-time streaming with B=48. Minimum
requirements for our simulations are 1.6GHz CPU and 500MB
of RAM.
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Fig. 4. Effect of changing K on CCR with 4=40%
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format



E. Decryption

Decryption process is similar to encryption one. For
identifying the reference frames in decryption, we use the
same threshold and among every consecutive K frames, there
is an independent frame as the first reference. In this
procedure, the permutations of rows and columns and then the
rotations and flips of BxB blocks must be in reverse order of
the encryption process. In order to get the correct sequence of
rows and columns, the receiver needs to have the secret key
and the algorithm for the random generator used for
encryption. For differential frames we need to add the
reference frame to the decrypted image to get the original
exact frame. Note that employing an incorrect key as seed for
random generator results in an incorrect sequence of rows and
columns and consequently the decrypted frame will still look
like an encrypted frame.

F. Controling the parameters

The parameters defined in the presented algorithm such as
B, K, and u can be changed in order to get to the desired
computational complexity and compression efficiency needed
for the system. As said before, B must be chosen based on the
area and the objects of where the camera is located. In our
experiments we used 16, 32 and 48 as amounts of B for QCIF,
CIF, and 4CIF videos, respectively. Amount of K must be
based on the noise of the channel and the needed compression
efficiency. If the transmission links are noisy there is a
possibility that a frame does not get to the receiver correctly
and the worst case is when this frame is an independent
reference frame. In this case, we will lose all the ongoing
frames as soon as the next independent frame arrives. The
number of lost frames is determined by K. Consequently, it is
important to choose K based on this and then change u to
match the needed compression efficiency.

TABLE II. SECURITY AND EFFICIENCY OF THE PROPOSED METHOD
. Efficiency and Visual Security
Resolution " - . 7
CCR Encryption Process Time (ms) PSNR (dB)
QCIF 77% 7-9 45
CIF 96% 17-20 4
4CIF 112% 38-45 8

* CCR computed with K=30 and x=40%

b Processing time computed with B=16 for QCIF, 32 for CIF and 48 for 4CIF

VI. CONLUSION

In this paper, we reviewed various techniques for
encrypting video streams and then proposed a new method for
encrypting M-JPEG video streams. We used inter-frame
relations to alleviate the effect of encryption on data
compression. Experiments show that the proposed method is
proper in terms of computational complexity for surveillance
videos. Common sizes for M-JPEG videos used in IP cameras
are 160x120 or 320x240 which have lower resolution than
QCIF and CIF samples used in our simulations. Moreover, in

our method independent reference-frames help the receiver to
becomes synchronized with the sender and assure that there
will be less than K frames loss if one of the reference frames
gets lost during transmission. This illustrates that our proposed
scheme is a proper choice for real-time M-JPEG streaming
over noisy channels.
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